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Technology Applications

Communications
Encryption
Secure protocols

Access Control
Advanced Biometrics

Security Validation

Wi Formal verification
Penetration testing

Systems Design
Secure systems configuration

Secure Controls Electronics
Resilient Architectures Counterfeit part detection

Anti-reverse engineering
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Research Capabilities

* Systems design
— Optimal configuration of systems security parameters
— Secure control algorithms in the presence of malicious inputs
* Counterfeit Detection
— State of the art imaging for non-destructive testing of counterfeit ICs
— Nano-tagging of authentic parts
* Penetration testing
— Comprehensive and holistic embedded systems testing
* Secure protocols
— Provably secure communication protocols
* Biometrics
— Error tolerant and refreshable biometrics
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Counterfeit Detection and Prevention

e X-ray and Terahertz modalities to
inspect integrated circuits

e Secure supply chain with full
tracking of components

* Nano-tagging of parts and components
* Unique ID that can not be replicated
e Easily detected for authentication

* Anti-reverse engineering

* Transient electronics
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Biometrics

e Strong authentication is important in a closed
environment for sensitive operations and to mitigate
insider threat

* Current approach uses Common Access Card (CAC) card and PIN

— Vulnerable to theft, cloning, and left in computer
* Biometrics ensure that stolen CAC card cannot be used
* Primary challenge is performing cryptography with noisy biometrics
* |Innovations in key derivation from noisy sources
— Approach merges biometrics and cryptography
e Secure authentication system from iris Lo O I
* Improved usability and transparency to users <> oy ¢
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* Move to continuous authentication, minimize vulnerablllty window



Cybersecurity

Resilient Power Grid

Every critical infrastructure
from communications to
water, every important
business functions from
banking to farming, and every
national defense mission
from our borders to our fleet,
completely depend on main
or micro electrical grids

URI Resilient Power Grid Project:

Principle Investigators:

Haibo He, Robert Haas Endowed Chair Professor;
Editor-in-Chief, IEEE Trans. On Neural Networks and

Learning Systems
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* Relay hacking;

C e sl Communication o
o Data m]ectton Measurements o) Controls . i
Data frami el Remote tripping
* Datajramin,
g Sensors Actuators

Physical o= 4 -
) !

N

[ransmission Customers

Generation

* Physical Sabotage
(Pakistan, 2015)

Cascading Failures and Blackouts
* Blackout modeling; GIS-integrated testbed

Vulnerability Analysis

* Concurrent and sequential attacks; Risk graphs

Grid Security and Resilience
» Resilience against False Data Injection (FDI)

Yan Lindsay Sun, Professor; Editor-in-Chief, SIGPort * Adaptive Controller for Resilient Microgrid

Associate Editor, IEEE Trans on Signal and
Information Processing over Networks

e Smart Community and Multimedia forensics



